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Anywhere365 for Microsoft Teams

This document describes compliance-related aspects of the Anywhere365 SaaS platform.

e Note: This is not a legal document; it aims to provide an overview of the architecture and compli-
ance-related policies.

Anywhere365 SaaS Platform Architecture

Overview
The Anywhere365 SaaS platform is a modern, multi-tenant platform developed for SaaS solutions

The platform is hosted in Microsoft Azure.

Authentication

For authentication, the standard Microsoft Authentication mechanism is used. As the
authentication is handled by and hosted by Microsoft, Anywhere365 does not have access to the
user credentials.

When using the Team app, we rely on Microsoft SSO for Teams Apps.

Provisioning
The Anywhere365 SaaS platform was designed for auto-provisioning. When a user logs in for the
first time, a customer tenant and user profile are created automatically.

Tenant segregation
Customer data is stored in a dedicated customer tenant. Each tenant has a unique set of
credentials that only allows access to the data within the customer tenant.
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Customer data maintained by Anywhere365

Tenant level settings
Some configuration is stored at tenant (customer) level. This includes queue configuration and
calendar and mail settings.

User data
The following data is stored by Anywhere365 inside the customer tenant:

e Personal contacts

e Contact notes

e Favorites

e Preferences such as layout, user-interface language and queue subscriptions

Technical data
The platform also stores data needed for the proper functioning of the solution.

Cache data

Cache data is temporary data, used to optimize the performance and responsiveness of the
solution.

All cache data is time-limited:; it will be discarded or refreshed after a certain amount of time.

Data can be cached on the client or the server. Personal data cached on the client is always
encrypted to prevent unauthorized access.

Logging data
Standard logging does not include personally identifiable information.

However, when investigating customer issues, Anywhere365 might need to temporarily elevate the
log level to obtain detailed data required to analyze the behavior. In case this log data contains
personally identifiable information, it will only be handled by persons who are authorized to do so.

As soon as the inspection is completed, to log level will be returned to normal.
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Azure Region

Anywhere365 Attendant service is available from 3 main Azure Regions. Besides EMEA, the At-
tendant Console has now a regional presence in the Americas and Asia-Pacific region.

= EMEA Europe Azure Region: Amsterdam
= AMER American Azure Region: lowa
= APAC Asia-Pacific Azure Region: Singapore

Anywhere365°=

EMEA
Rotterdam & Amsterdam

Seattle Ottawa London ~* . * Berlin

AMER

- Brussel
Chicago + NewYork

Paris
* Atlanta « China

« India

APAC

Singapore D

Global Cloud
Available

Perth

AnVWhere365 10 830+ Trusted by 1800+
Attenda nt COI’]SOle covera ge Countries Industries Trained Engineers Global Clients
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Admin approval

For the Attendant Console to function correctly, it needs access to specific Office 365 resources of
the customer’s organization.

An administrator must grant access to these resources. As long as an administrator has not
granted access, users will see a popup like this one.

This popup will appear once time, if you ask a trial license for an Attendant Console user that has
no admin roles, and on a tenant that has not been consent.

Once consent, you will not have it again for instance when ordering new Attendant Console user

license.

Anywhere365m-

Anywhere365@anywhere365.net

Need admin approval

Anywhere365 Attendant
- Anywhere365 &

Anywhere365 Attendant needs permission to access
resources in your organization that only an admin
can grant. Please ask an admin to grant permission
to this app before you can use it.

Have an admin account? Sign in with that accounﬂ

Return to the application without granting consent

An admin user must have the following roles:

B B &

Home > PCADev > Users

Teams Tenant Adm

in

&, Teams Tenant Admin | Assigned roles

+ Add assignments () Refresh P Got feedback?

K Diagnose and solve problems

Manage
& Profile

&. Assigned roles

Azure role assignments

Administrative r

Admin

istrative roles Azure AD and other Microsoft services. Learn more '

earch by name or description Fg add filters

registrations and enterprise apps.

vices that use Azure AD identities.

se assignments.

Can manage the Microsoft T

User administrator Can manage all aspects of users and groups, including resetting passwords for limited admins
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Administrators will be presented with an overview of the request permissions and have the option
to grant access (consent).

Admin Approval for the Front End

B¥ Microsoft
Anywhere365@anywhere365.net

Permissions requested
Review for your organization

Anywhere365 Attendant
=¥ Bywhere363 e
This app would like to:
v/ Maintain access to data you have given it access to
Read user and shared calendars
Read all users' full profiles

Read users' relevant people lists

<K

Read presence information of all users in your
organization

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show d

etails

Does this app look suspicious? Report it here

Currently, Anywhere365 requires the following permissions:

e Read all users’ full profiles
o Read contact photo and other contact details

e Read presence information of all users in your organization
o Read presence status for contacts

e Read user relevant people lists
o Read contact details such as telephone number

¢ Sign in and read the user profile
o Sign in (automatically) an read user details

e Maintain access to data you have given access to

o Durable access to above-mentioned resources

Note: the exact list of requested permission might change over time.
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Admin approval for the Teams Bot per Azure Region

Via the Admin Portal that is delivered with the Attendant Console, an administrator can give admin
consent for the Teams Bot App registration.

B® Microsoft
Anywhere365@anywhere365.net
Permissions requested
Review for your organization

n Anywhere365 Attendant Calling Bot

nywhere369 &

This app would like to:
Initiate cutgeing 1 to 1 calls from the app
Initiate outgoing group calls from the app
Join group calls and meetings as an app

Join group calls and mestings as 2 guest

Read online meeting details
Read and create online meetings

b4

h's

A

h's

~~ Access media streams in a call as an app
s

s

~ Read zll users' relevant people lists

s

Read all users full profiles

~ Signin and read user profile

If you accept, this app will get access to the specified resources for
all users in your organization. Ne one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Currently, the permissions that are needed for the Teams Bot are :

e Access media streams in a call as an app
e Initiate outgoing 1 to 1 calls from the app
¢ Initiate outgoing group calls from the app
e Join group calls and meetings as an app
e Join group calls and meetings as a guest
e Read directory data

e Read online meeting details

e Read and create online meetings

e Read all users’ relevant people lists

e Read all users’ full profile

e Signin and read user profile

Note: the exact list of requested permission might change over time.
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Data retention policy

Data retention covers three areas: user data, customer settings, and logging data.

Personal user data
The personal user data is maintained by the SaaS platform for as long as the user has a valid
subscription.

After the subscription is terminated or disabled, the user data will be maintained for 90 days. This
allows the users to reenable the subscription within this period.

After these 90 days the user data will be deleted (purged) and can no longer be recovered.

The personal user data can also be deleted upon a formal, verified request from the user. This will
include the subscription itself. It can take up to 14 days for this request to be completed.

Tenant settings
When the last user of a tenant has been deleted, the tenant (customer) and its configuration is
deleted automatically.

Logging data
Logging data is maintained for up to a week, unless it is used during investigation of issues. This
data will be deleted after the issue has been closed.
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Data residency

When enrolling a new customer, the primary and backup region are chosen. Customer data will
never be stored outside of these regions.

Data for European customers resides in the West Europa region, which is located in Amsterdam.
North Europe region (Dublin) is used for backups and fallback.

Customer information are stored in an isolated, secured and encrypted database.

11
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Security validation

The Anywhere365 Saa$S platform was architected using the secure-by-design principle.
Security has been tested and verified by an independent third party.

We also perform internal OWASP compliance test and penetration tests (pentest) at regular
interval to ensure the security of our solution.

Anywhere365 SaaS platform is ISO-27001 certified. SOC-2 certification is in progress.



Anywhere365®-
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Anywhere365 Dialogue Cloud

Anywhere365 Dialogue Cloud delivers the reliability and
security modern omni-channel contact centers demand
while allowing you the flexibility to easily integrate your
back-office systems and the latest technologies into
your agents’ workflows.

-0
ol

Smart routing

Omnichannel dialogue routing allows routing calls
based on CLID, Bots, skills, geography, IVR prompts,
CRM data, IOT devices, etc.

=1
Chat- and Voicebots

Self-learning Azure Al Bots handle routine voice and
chat interactions leaving the complex dialogues for live
agents.

IVR - ICR (Integrated Chat Response)

Create menus and route calls/chats based on customer
input in a flexible and easy to manage menu. Azure
Cognitive Services provide real-time language detection
for speech in 11 languages and chat translation in 60
different languages.

O+
[m|m|

Business Applications

In addition to supporting Microsoft Skype for Business
and Teams clients, Anywhere365 turns Dynamics 365,
Salesforce and ServiceNow into powerful
communications tools for both contact center agents
and regular business users alike.

Attendant Console for Microsoft Teams | Compliance information 13

&

Integrations
The Anywhere365 platform integrates with Microsoft

Flow, PowerApps, Azure Cognitive Services and over 30
other CRM and ERP solutions.

O
Reporting and Dialogue Intelligence
Historical reporting and real-time monitoring of contact

center KPI's. Microsoft Power Bl tools provide deep-
dive actionable intelligence.
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More resources

Golive!

The GolLive! site https://golive.anywhere365.i0/
Explains in detail all aspects of installing, customizing,
maintaining or using the software.

Anywhere365 website

https://anywhere365.i0/

Social media

Follow us on
L]
IN LinkedIN

, Twitter

Watch our product demo’s on

B VYouTube


https://www.linkedin.com/company/workstreampeople
https://twitter.com/ANYWHERE365
https://www.youtube.com/user/ANYWHERE365
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